Date: | September 23, 2013

CO un C| I Agenda Item No. 27

Roll Call No. 13-1489

Lot COmMmMmuNIcation | communication No. 13-487

Office of the City Manager Submitted by: John Newman, CIO,
Information Technology
Department

AGENDA HEADING:

Approving Articles of Agreement for Sub-Grant # EMW-2013-SS-00004-S01 (Cyber Risk Reduction)
with the lowa Homeland Security and Emergency Management Division.

SYNOPSIS:

Recommend approval of the Federal Fiscal Year (FFY) 2013 Homeland Security Grant Program
(HSGP) Agreements. The lowa Homeland Security and Emergency Management Director has
requested the City of Des Moines serve as fiscal agent for the administration of lowa’s FFY 2010
Homeland Security Grant Program. This agreement provides federal grant funding assistance to City
of Des Moines and the lowa Department of Administrative Services on behalf of Cyber Risk
Reduction Phase 4, under the FFY 2013 HSGP, to develop a system to provide automated network and
web application vulnerability scanning capabilities.

FISCAL IMPACT:
Amount: $505,591

Funding Source: U.S. Department of Homeland Security (DHS), Grant Programs Directorate, FFY
2013 HSGP. There is no local match required for the grant.

ADDITIONAL INFORMATION:

To the extent modified above, under the Grant Agreement, the City of Des Moines remains a
participant and a beneficiary of the overall project and will incur no costs. This allows the City of
Des Moines to take advantage of software developed under this grant to identify cyber risks and
vulnerabilities to the city network and provide cross collaboration with other state agencies to
determine risk identification.

PREVIOUS COUNCIL ACTION(S):

Date: December 17, 2012

Roll Call Number: 12-1946



http://www.dmgov.org/government/citycouncil/rollcalls/2012/12-1946.pdf
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Action: Grant agreement with lowa Homeland Security and Energy Management Division (IHSEMD) and
lowa Department of Administrative Services (DAS) for Cyber Risk Reduction. (Council Communication
No. 12-627) Moved by Coleman to approve. Motion Carried 7-0.

Date: December 19, 2011

Roll Call Number: 11-2133

Action: 2011 Grant Agreement with lowa Homeland Security and Energy Management Division
(IHSEMD) and Amendment #1 to 2010 and 2011 Grant Agreements with IHSEMD and lowa
Department of Administrative Services for Cyber Risk Reduction Investment and authorizing the City
Manager to execute and IT Director to implement addendums. (Council Communication No. 11-752)
Moved by Hensley to adopt. Motion Carried 7-0

Date: January 24, 2011

Roll Call Number: 11-0111

Action: Sub-Grantee Agreement to administer FY 2010 Homeland Security Grant Program (Cyber
Risk Reduction) Funds from Iowa’s Homeland Security and Emergency Management Division.
(Council Communication No. 11-040) Moved by Hensley to adopt. Motion Carried 7-0.

BOARD/COMMISSION ACTION(S): NONE

ANTICIPATED ACTIONS AND FUTURE COMMITMENTS: NONE

For more information on this and other agenda items, please call the City Clerk’s Office at 515-283-4209 or visit the
Clerk’s Office on the first floor of City Hall, 400 Robert D. Ray Drive. Council agendas are available to the public at the
City Clerk’s Office on Thursday afternoon preceding Monday’s Council meeting. Citizens can also request to receive
meeting notices and agendas by email by calling the Clerk’s Office or sending their request via email to
cityclerk@dmgov.org.
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