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DES MOINES CO mMmmunl Catl on Communication No. 14-356

Office of the City Manager Submitted by: John Newman, CIO,
Information Technology
Department

AGENDA HEADING:

Approval of amendment to grant agreement between lowa Homeland Security and Emergency
Management Division (IHSEMD), State of lowa Office of Chief Information Officer (C10), and City
of Des Moines.

SYNOPSIS:

This amendment to the grant agreement (EMW-2012-SS-00028-30) between IHSEMD, the State of
lowa CIO, and the City of Des Moines extends the performance period, increases the grant award
amount, and modifies the scope of work. The overall performance period would be extended to
August 31, 2014 with the final close-out, including submission of all reports, to be completed by
October 30, 2014.

The amendment also increases the award amount by $25,000 in federal funding assistance for the
project “Cyber Risk Reduction, Phase 3.” The previous award amount of $146,500 has changed to
$171,500 under the Federal Fiscal Year (FFY) 2012 Homeland Security Grant Program.

Additionally, the scope of work would include the purchase of anti-malware devices.

FISCAL IMPACT:
Amount: $25,000, grant increase

Funding Source: N/A

ADDITIONAL INFORMATION:

U.S. Department of Homeland Security (DHS), allocates funds to states and local governments through
the federal Homeland Security Grant Program for approved initiatives supporting national priorities
and state strategies directed toward prevention, response, mitigation and recovery efforts related to
terrorist attacks.

DHS awarded the State of lowa a Cyber Risk Reduction grant in the amount of $146,500 IHSEMD
prepared a Grant Agreement Between IHSEMD and the City of Des Moines and the lowa Department
of Administrative Services (IDAS) to perform work supporting Cyber Risk Reduction Phase 3 under
the Initial Strategy Implementation Plan developed by IHSEMD (Grant #EMW-2012-SS-00028-30),
which is on file with the City Clerk.
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To the extent modified above, under the Grant Agreement, the City of Des Moines remains a
participant and a beneficiary of the overall project and will incur no costs. This allows the City of
Des Moines to take advantage of software developed under this grant to identify cyber risks and
vulnerabilities to the City network and provide cross collaboration with other state agencies to
determine risk identification.

PREVIOUS COUNCIL ACTION(S):

Date: September 23, 2013

Roll Call Number: 13-1489

Action: Grant Agreement with IHSEMD for cyber risk reduction and authorizing Information
Technology (IT) Director to execute implementing agreements. (Council Communication No. 13-487)
Moved by Meyer to approve. Motion Carried 6-1.

Date: December 17, 2012

Roll Call Number: 12-1946

Action: Grant agreement with IHSEMD and IDAS for Cyber Risk Reduction. (Council
Communication No. 12-627) Moved by Coleman to approve. Motion Carried 7-0.

Date: December 19, 2011

Roll Call Number: 11-2133

Action: 2011 Grant Agreement with IHSEMD and Amendment #1 to 2010 and 2011 Grant
Agreements with IHSEMD and lowa Department of Administrative Services for Cyber Risk Reduction
Investment and authorizing the City Manager to execute and IT Director to implement addendums.
(Council Communication No. 11-752) Moved by Hensley to approve. Motion Carried 7-0.

BOARD/COMMISSION ACTION(S): NONE

ANTICIPATED ACTIONS AND FUTURE COMMITMENTS: NONE

For more information on this and other agenda items, please call the City Clerk’s Office at 515-283-4209 or visit the
Clerk’s Office on the first floor of City Hall, 400 Robert D. Ray Drive. Council agendas are available to the public at the
City Clerk’s Office on Thursday afternoon preceding Monday’s Council meeting. Citizens can also request to receive
meeting notices and agendas by email by calling the Clerk’s Office or sending their request via email to
cityclerk@dmgov.org.
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